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Encoding and decoding messages with chaotic lasers
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We investigate the structure of the strange attractor of a chaotic loss-modulated solid-state laser utilizing
return maps based on a combination of intensity maxima and interspike intervals, as opposed to those utilizing
Poincaresections defined by the intensity maxima of the laser@ <0) alone. We find both experimentally
and numerically that a simple, intrinsic relationship exists between an intensity maximum and the pair of
preceding and succeeding interspike intervals. In addition, we numerically investigate encoding messages on
the output of a chaotic transmitter laser and its subsequent decoding by a similar receiver laser. By exploiting
the relationship between the intensity maxima and the interspike intervals, we demonstrate that the method
utilized to encode the message is vital to the system’s ability to hide the signal from unwanted deciphering. In
this work alternative methods are studied in order to encode messages by modulating the magnitude of
pumping of the transmitter laser and also by driving its loss modulation with more than one frequency.
[S1063-651%97)01808-4

PACS numbe(s): 05.40+j, 42.50.Lc

I. INTRODUCTION natural background for encoding and camouflaging digital

There has b tint tin th f chaotic si nformation. The authors demonstrated the validity of their
here as e?n grlea n Srg_s_lnl_ ?use(_) chao IChSIQInaESrOposed scheme in numerical simulations. This idea has
as the carriers of analog and digital information over the las}oo ) axtended to a model of synchronized chaotic semicon-

few years, initiated by the work of Pecora and Carfdl,  yctor lasers by Mirasset al, who have included the effects
who suggested that synchronized chaotic systems could Q& 5 fiper optic channel on the information processiig

employed to encode and decode messages in real time. Re- |y this paper we explore issues related to the communica-
cent experiments have demonstrated that using chaos {n scheme as proposed[i]. In Sec. Il the loss-modulated
communicate is practically feasible with electronic circuits Nd:YAG laser model is introduced along with techniques for
[2,3]. The typical frequencies of the chaotic carrier waveencoding and decoding of messages. Next, in Sec. Il we
forms in these circuits is of the order of 10 kHz, and evenpresent an analysis of numerical and experimental time series
with the prospects of speeding up these circuits by severalia return maps based upon interspike intervals. We find that
orders of magnitude, it is still of interest to consider commu-a simple relationship exists between an intensity peak and
nication with chaotic optical signals which have the potentialinterspike intervals that precede and follow the peak. The
for even higher information transmission and reception rates;onsequences of this relationship on the issue of deciphering
Two groups have experimentally demonstrated that chathe message encrypted in the chaotic carrier is explored in
otic lasers can be synchronized. Roy and Thornbi#p Sec. IV. Two schemes for encoding information are then
showed that synchronization could be achieved in a pair oftroduced that make it more difficult to decipher the mes-
pump-modulated Nd:YAQGyttrium aluminum garngtlasers  sage. These consist of laser parameter modulation of the
by altering the mutual evanescent coupling between the ldransmitter to encode the message and the use of quasiperi-
sers. Sugawarat al. [5] demonstrated synchronization of odic parameter modulation in both transmitter and receiver,
two CO, lasers by injecting the output of a master laser intoso that the interspike interval return maps become ineffectual
a receiver laser with a saturable absorber. Colet and[Rpy as deciphering tools, while the receiver’s ability to decode
have suggested a scheme involving the synchronization of he message is retained. The main results of the paper are
chaotic Nd:YAG carrier laser to a receiving laser, and thesummarized in Sec. V, and conclusions are drawn.
subsequent decoding of the hidden message in real time by
subtraction of the receiver input from its output. The sharp

. Il. SCHEME FOR COMMUNICATING
pulses generated by loss modulation of the laser serve as a

WITH SYNCHRONIZED CHAOTIC LASERS

The scheme proposed by Colet and R6Y for commu-

*Electronic address: alsing@arc.unm.edu nicating signals via chaotic synchronized lasers is composed
"Electronic address: tom@photon.plk.af.mil of a pair of loss-modulated Nd:YAG lasers operated in the
*Electronic address: kovanis@xaos.plk.af.mil chaotic regime. The hidden signal is decoded by subtraction
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20 @) such as Fig. (), which are recorded at slightly different

E parameter values. Although the numerical simulation and the
— ] experimental data appear similar with respect to the irregu-
g 60 larity of the intensity maxima, the temporal sequence of in-
% ] tensity maxima appears more regularly spaced in the experi-
E 40 mental data than in the numerical simulation. We will return
g ] to this point, and to a more detailed description of the output
= E intensity, in Sec. IlI.
= 204 The equations describing the receiving laser in which the

3 } encoded signal from the transmitter laser has been injected

o JULLLLILVIN e are given by
0.0 0.2 04 0.6 0.8 1.0
t (ms) dEg .
W = '}/C(GR_ aogT— alcOEQI)ER-i— | (J)RER
(b)
150 Ag

7 ] +VermR— KAb?’c( Er— A_bET) , (2.29
E
g 100 dGr ,
é 1 T yi[Pr—Gr(1+|Eg|%)]. (2.2b
£ 50+ . . .
= 1 In the above equations all variables have the same meaning

] ‘ l l l l as for the transmitter. In addition, the modulated loss coeffi-

o .‘..1 cient of the receiverag(t)=agg+ @,cos(Ut) is operated at
0.0 0.2 0.4 0.6 0.8 1.0 the condition for synchronization (i.e., Er=Ey),

t (ms) apr= ao7r+ k. The quantityk<ay is the coupling coeffi-
] ) ) cient between the transmitting and receiving laser which also
FIG. 1. (a)_ Numerical simulation of the loss-modulated 5.cqunts for any losses in the transmission prof@ks
':dl:(\)(ﬁe Qciasoflcslansgi EF?S;%D; o Z‘Offoféé;ioz;g The transmission coefficients in Egs.(2.2) describe the -
o1 w‘ —w :50'000 raél/s Tand(R: 10"4-’(b)T ex Rerirﬁental data gncodlng of the signal on the'external output of t.he transm_lt—
‘ P ROTT ! .’ P .Onng laser. The output intensity of the transmitting laser is
rom a loss-modulated Nd:YAG chaotic laser operated one-third_,. . . .
above threshold with parameters as ife) except for slightly attenuated py an gxternal filter by a flxgd bI.aS factor
7.=1/y,=0.45 ns. At,,, so that the _|nte_n5|ty at the receiver is given by
Er=«ApEt. This implies that synchronization is achieved
when no signal is encoded at a settinga@k= a o7+ kA, .
To encode a “1” bit, the transmission is increased a few
percent toAg>A,,, while to send a “-1" bit the transmis-
dE; . sion is decreased a few percentAg<A,. Thus the mes-
ar = YelGr— aor— ayCONErHiwrEr+ Vernr, sage is encoded as small amplitude modulations of the spiky,
(2.13 high intensity output of the transmitting laser. To avoid en-
coding signals on the low intensity pulses, the pulses are

of the receiver and transmitter intensities.
The model for the transmitting laser is described 6)8]

dG monitored before attenuation and only those pulses whose
. Vf[PT—GT(1+|ET|2)], (2.1b intensity exceeds some predetermined, fixed threshold inten-
dt sity are used for encoding.

. . . In Eqg. (2.29 the signal difference term can be written as
where E; is the complex, slowly varying amplitude of the a.(2:23 g

electric field, Gt is the gain of the active mediumgz, As

=1/y.,= 450 ps is the cavity round-trip timer;=1/y; —KAb’yC(ER_A—ET)=_KAb’yc(ER— Er)

=240 us is the decay time of the upper lasing level; is b

the detuning of the laser frequency from the nearest empty +ky(As—Ap)Er. (2.3

cavity mode,P+ is the pump parameteg; is the spontane-
ous emission noise strength, ang is a complex Gaussian The first term— kA, y.(Egr— E1) is responsible for the syn-
white noise term of zero mean and correlationchronization of the transmitter laser to the receiver laser. For
(nr(t) 7 (t'))=28(t—1"). The loss modulation is given by values ofx above some threshold, the damping is sufficient
at(t)=agr+ acos) wherew, /agr<<1. The modulation to drive the signal difference to zero, thereby synchronizing
frequency() is chosen to be close to a submultiple of thethe receiver to the chaotic transmitter carrier wave. If
relaxation frequency, = 2 vy.y;(Pt— ao1)- kY:.(As—Ap)Er is small, the transmitter carrier wave plus
The output intensity of the chaotic laser is a series ofsignal is then entrained by the receiver laser. The signal can
irregularly spaced pulses having a spiky appearance, as eWie deciphered precisely because it is a small perturbation of
denced in the numerical simulation of a loss-modulatedhe carrier signal. As long as theis above some threshold
solid-state laser in Fig.(&) and in similar experimental data value(which usually needs to be found empirically, see Fig.
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= rather on a combination of the intensity maxima with the
time intervals between intensity maxima, which we call the
] interspike intervalq1Sl). In a recent paper, SaugtQ] pro-
= posed the use of interspike intervals as a means for attractor
reconstruction from time series, in analogy with Takens’
theorem[11]. In this work we use the interspike intervals to
. find a useful relationship between the ISI and the intensity
o] maxima of a chaotic loss-modulated solid-state laser.
¢ Figure Zb) is a plot of numerically generated transmitter
1 laser intensity maximay(n) of Fig. 1(a) occuring at time
t(n) versus the pair of interspike intervadstt(n+1) and
At¢(n), where Aty(n+1)=ty(n+1)—ty(n). Here
v Aty(n+1) is the time between thath intensity maxima
I+(n) at timet+(n) and the occurrence of the next intensity
maxima at time(n+1). Similarly, At(n) is the time be-
with noise 2 tween thenth intensity maximd(n) at timet{(n) and the
previous intensity maxima at timg(n—1). A reconstruc-
200 - A tion of the attractor solely using interspike intervals, i.e.,
ol wg}:ﬁﬁi t“;ﬁ* _AtT(n+.1) versusAt;(n) and AtT(n—l) reveal; no_added_
Liar, units] gl ;’*&é& information over a reconstruction solely using intensity
100 Sy j‘f@*m maxima,l(n+1) versusl(n) andl(n—1). It is the combi-

- nation of intensity maxima and interspike intervals as shown
in Fig. 2(b) which uncovers structure, and a relationship be-
tween physical quantities.

Figure Zb) shows results of the numerical simulation
S Anms] with noise (" +"”) and without the inclusion of noisélia-
10 monds. The level of noise was chosen to be typical of that
a0 experienced in laboratory experimer(gee Fig. 1 in[6]).
Both the noise-free and noisy maxima fall on a nearly two-
FIG. 2. (a) Plot of intensity maxima return mapr(n+1) vs  dimensional surface that is essentially planar. Figu@ 3
I+(n) with data from Fig. 1a); (b) same data plotted as intensity shows the intensity maxima of the noise-free simulation,

maxima I+(n) vs the interspike intervala\t{(n+1)=t{(n+1) while Fig. 3b) shows the same plot from an edge-on view,
—tr(n) andAty(n)=ty(n) —ty(n—1). that isl(n) versus

L., [arb. units]

50

30

) Aty[ms]

2 in [6]) and the signal amplitude is small relative to the cog ) Atr(n+1)+sin(8)At(n)

carrier wave, the carrier wave plus the encoded signal re-

mains entrained by the output of the receiving laser. =[At(n+1)+At(n)]/V2
The encoded signal can then be extracted as the integrated

intensity differenceM [6], =[tr(n+1)—tr(n-1)]/\2.

where the angles= w/4 gave the optimal view. Here we
M = J' (|AsE+|2— |ALER|D) dt. (2.4  clearly see an almost one dimensional structure of the return
pulse map. Figure &) shows the noisy simulation with the similar,
nearly one-dimensional structure in the return map, viewed
The quantityM will equal zero when no signal is sent, edge on in Fig. &). Note that the intensity maxima of the
As=Ay, and will have a strong positivénegativeé value noisy simulation Fig. &), fall on the same nearly two-
when a “1” (“ —1") bit, Ag>Ay (Ag<Ap), is being sent. dimensional surface of Fig.(8), but in that portion of the
Figure 2a) shows a first return map of the numerically gen- surface corresponding to lower intensity maxima. We return
erated receiver intensitiyz(n+1) vslg(n), evaluated at the to this point shortly.
intensity maxima, when a signal has been encoded on the Figure 3e) is an edge-on plot of the experimental data
transmitter. The carrier wave maxima, and the “1” and (diamond$ of Fig. 1(b). Because the experimental data was
*“ —1" bit are depicted by the diamonds, pluses, and squaresaken at parameter values slightly different from that of the
respectively. One sees that the encoded signal is seeminghumerical simulation, the temporal variation of the interspike
inextricably mixed with the carrier wave. Higher dimen- intervals in Fig. 1b) is on a finer scale. In fact, the data in
sional intensity peak return maps|(n+1) versus Fig. 3e) corresponds to the upper right-hand, high intensity
{I(n),I(n—1),I(n—2), ...}, offer no additional help to- maxima corner of the data of the numerical simulation, Fig.
wards unraveling the signal from the carrjé&i. 3(c). However, even for this more uniform variation of the
interspike intervals, a plot of the intensity maxima-ISI return
map reveals structure and a relationship between physical
variables. The experimental data is again essentially planar
A useful representation of the data occurs when one coras evidenced by a global least squares fit of the experimental
siders return maps based not solely on intensity maxima, bubtensity maxima to the experimentally derived interspike

Ill. ANALYSIS VIA INTERSPIKE INTERVALS
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FIG. 3. Intensity-interspike intervals return maps of the transmitter lag®r:I(n) vs Aty(n+1)=ty(n+1)—ty(n) and
Atr(n)=t(n)—ty(n—1) corresponding to Fig.(&); (b) edge-on view of(a); (c) part (a), with noise, e;=ex=8.33x10"° s71; (d)
edge-on view of partc); (e) edge-on view of experimental da@iamond$, Fig. 1(b), with global least square fit +" ) of intensity maxima
I+(n) to Aty(n+1) andAt(n). Note that these data correspond to the upper right-hand cttbef0us) of (c).

intervals Att(n+1) and Aty(n). The plane of this least topologically equivalent to an unfolding utilizing only the
square fit of intensity maxima to ISl is shown in an edge-onintensity maximal) (n+1) vsl(n) andl(n—1). The signifi-
view as the overlaid heavy straight lifé+") in the center cance of the nearly plandlinean structure of the intensity-

of Fig. 3(e). One should note that it is not important in plot- ISI return maps in Fig. @ [Figs. 3b) and 3e)] is that it
ting these return maps to utilize the precise maxima of thémplies that there exists a nearly linear relationship between
intensity, which may be hard to resolve in an actual experithe intensity maximal(n) and the interspike intervals
ment. Any convenient threshold value on the intensity spikeAt+(n+1) andAt(n).

could be used to replade(n), and At(n) would then be Schwartz and Erneukl2] explored this loss-modulated
measured as the time between successive crossings of thiéser system and found explicit representations for the Poin-
threshold. caremapping between thé&imensionlessgain and the ISI

If one were to plot a three-dimensional return map of theapplicable to the period 1 and 2 orbits. Though it is not the
interspike intervals alone, i.eAty(n+1) vs At{(n) and goal of this paper, Figs. 3 suggest that such a map might be
Atr(n—1), the result would be an unfolding of the attractor, found also in the chaotic regime. They analyzed the periodi-
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FIG. 5. Decoding of the signal hidden in the chaotic carrier of
transmitter laser by the return map dfi(n) vs
[ty(n+1)—t;(n—1)]/2. The transmitter laser has been modu-
lated withAg= 1.0+ 0.15A,, with A,=0.85: Upper branch- “1”
it, middle branch— no signal, lower branch- “ —1" bit. (a) no
noise,(b) with noise.

FIG. 4. Plot of scaled transmitter intensityy(t) the
=[14(t) — ¢/l ssvs the normalized gair(t) from Eq.(2.1): (a) no
noise,(b) with noise.[ | s is the steady-state intensity of the conser-
vative system, which to lowest order approximates the system
equations in Eq(2.1)]. The large intensity maxima occur when the
previous intensity minima reach very low values.

. . IV. CONSEQUENCES FOR CHAOTIC COMMUNICATION
cally driven laser system as a conservative sydtenowest

order of approximationplus small nonlinear terms. When  The regular structure of the intensity versus ISI return
dissipation is neglected, periodic orbits in the plane of themaps has important implications for communicating signals
(dimensionlessgain x and intensity relative to the steady- Via a chaotic transmitter laser. As proposed by Colet and Roy
state value of the conservative systgm (I—1.)/l¢, are [6], the transmitter laser encodes the signal by an amplitude
rounded triangular closed orbits with a flat base parallel tonodulation external to the laser. Since the transmitter is not
the x axis at a value o~ —1 corresponding to zero inten- intrinsically perturbed, Figs. 3 suggests that the intensity
sity (see Fig. 4 and Fig. 5 ifil2]). High intensity maxima maxima-ISI return maps applied to the transmitter signal
correspond to the previous intensity minima reaching venglone could be used to decode the signal. Figéagis a plot

low values, Fig. 4a) where we plot the dimensionless inten- Of the simulated transmitter intensity output maximgn)

sity and gainl{(t) vs G¢(t) from Eq. (2.1) as y(t) vs Vs the ISI combinatiofit+(n+ 1)—t+(n—1)]/y/2, when the
x(t). In the chaotic regime, the lowest order approximationlaser has been modulated witAg=1.0+0.1%A, with

of the laser system is still a conservative system, and thi,=0.85, without the inclusion of noise. Signals were en-
relationship between the height of the intensity maxima andoded only on intensity maxima with values approximately
period (and therefore 1Slis retained. With the inclusion of greater than 10. The middle branch is the no-signal maxima
noise, Fig. 4b), a minimum base line intensity is maintained, As=A,,, while the upper branch corresponds to a “1” bit
which correspondingly limits the maximum height of the in- As=1.157A,, and the lower branch corresponds to a&1”
tensity peaks. We see this in FigaBwhere the noisy inten- bit Ag=0.85A,. Figure 3b) is the corresponding simulation
sity maxima are restricted to the portion of the two-when noise has been included using a value of
dimensional surface corresponding to smaller intensity peakr=eg=8.33x10"° s !, typical of actual experiments
heights and therefore, small values of the ISI. [6,9]. Even though the noise smears the branches out some-
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FIG. 6. The return map of the transmitter laség(n) vs [hs]
[tr(n+1)—t(n—1)]/y2, when the transmitter laser pump has — ) ©
been modulated witfPs=1.0+0.50P (no nois¢. Compared with g 1"
Fig. 5a), the signal branches corresponding to the encoded bits s 0" J\
{1,—1} have been merged with the no-signal branch. g .
= -1t
. o = 2k : :
Whgt, they are s_;t|II clearly d|st|ngU|sha_bIe_. Plots at 5% en- = | B o s ooing | ecciver Laser
coding modulation forA,=0.9 show similar behavior of 5 | . . [ .
clearly distinguishable signal branches. 528 530 532 534
The signals embedded in the chaotic output of the trans- t[s]

mitting laser were decipherable because of the inherent rela-
tionship between intensity maxima and interspike intervals FIG. 7. The integrated signal differenceM (t)=|E7|?
exhibited in the intensity-ISI return maps. This encoding—|A,Eg|? vs time for the receiver lasefa) external modulation of
scheme, in which the transmitter laser intensity was modupeak intensity(b) pump modulation by 50%. The broken line is the
lated outside of the laser cavity, did not dynamically alter thediscrete bit values encoded on the transmitter laser. For the pump
relationship between intensity maxima and interspike interodulation scheméb), the signal is encoded in the difference be-
vals. Therefore, to encode and hide signals on the chaotivéen the positive and negative maxima of the integrated signal
transmitter carrier we suggest that it would be more advandifference across the intensity maxim@) Magnification of the
tageous to have the encoding method fundamentally perturfg9ion 525<t<535 of part(b) showing the decoding of a1 bit
the ISI. This can be achieved by modulating the transmittef'€™) @nd “1” bit (right).
pump across an intensity peak. The actual beginning and
ending of the modulation could occur in the intensity the transmitter laser. Although it is drawn as a continuous
troughs, as long as the pump change persists over the inteli?e, the value of the encoded bit only has meaning
sity peak. In Figure 6 we have simulated the intensity outpufCross the intensity peak. In these figures we plot
of the transmitting laser when its pump has been modulated! (t)=|Ef|>—|A,Eg|? vs t, where|E7|® is the intensity of
with Ps=1.0+0.50P+(t) and without the inclusion of noise. the modulated transmitter laser at the receiver laser. Positive
The resulting edge-on view of intensity-ISI return map for values ofM(t) can be associated with a transmitted “1” bit
the transmitter shows that the attractor surfaces have beénd negative values ®fl (t) can be associated with a—1"
essentially merged together onto the no signal surface. Evepit. Figure 1b) shows a decoded message bit when the pump
if we were to look at the logarithmic signal differences, ouris modulated by+50% to encode the signal. The signal is
success rate of distinguishing a-1” bit from no-signal via  again decoded by the integrated signal differeNbg) and
the transmitter return maps is greatly diminished due to théhe dashed line in this figure is the value of the discrete bits
severe overlapping of the surfaces. For smaller modulation$=1" encoded on the transmitter laser. The first two
or with the inclusion of noise, things only become more dif- “blips” ( t<490) in Fig. 1b) represent no signal encoded.
ficult. However, the signatan be decoded when the trans- The encoding of signals consisting of random values of
mitting laser output is synchronized to the receiver and thé' =1” beginning att>490. Note thatM(t) in Fig. 7(b) is
integrated signal difference of E(R.4) is utilized. neither all positive nor all negative as is essentially the case
We point out an interesting feature of this encodingwhen the signal is encoded by modulatifigy|? outside the
scheme that differs from the original encoding scheme idaser, such as in Fig.(&. Figure {c) shows a magnified
which the laser intensity is externally modulated. Figu@ 7 view of the region 525:t<535 of Fig. 1b) where a “—1”
shows the decoded message kitslid line) when the exter-  (left pulse and “1” bit were decoded from the signal. For
nal intensity is used to encode the signal. The dashed line ithe “1” bit the positive area is slightly larger than the nega-
this figure is the value of the discrete bits=‘1,” encoded on tive area leading to an overall positive integrated area, while
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the reverse is true for the*1" bit. Again, positive values AN R S S L AN IR
of M(t) can be associated with a “1” bit encoded on the Quperiodedivnel
transmitter laser and negative valueshbft) can be associ- . g;’t“gm‘l :‘} . *
ated with a “—1" bit. Net magnitudes ofM(t) clustered 1501 .. .
around zero can be interpreted as no signal sent. For the cas i CaNe T
of encoding the signal by pump modulation, the receiver is - I oo bt .
synchronized to the modulated transmitter laser in all regions £ - o3 f ¢
outside of the area of the receiver intensity peak. Under the 2 1901 . } w,;' ]
peak the transmitter and receiver intensities are slightly out i;: s ,{.;’.5:’;. : .
of synchronization, yet still mutually entrained, with the re- — e v R
ceiver lagging the transmitter, leading to the double humped sol- - :ﬂ,;;:’f, i
decoded signals in Figs() and 7c). L RTINS FTAL

We note that when this pump modulation scheme is used - ‘i*:gt‘s‘ RS

. e . . L . i e o,}&

to encode the signal onto the transmitting laser, an intensity I +*:¢'§'*+w ol |
return mapl(n+1) vsl4(n), is again useless in decipher- Oﬁ‘f*f’fﬁ'f,ﬂ T
ing the hidden signal, having an appearance similar to that of 10 20 30 40
Fig. 2(@). In addition, we also explored signal encoding with (a) [ Atyyy + At 1/ 2 [ms]
pump modulations of 10% and 90%. For both these modu-
lation values, the intensity vs ISI return maps are similar in Sr I I 1
structure to Fig. 6, i.e., the encoded bit surfaces nearly coin-  4F e S g Difnce o Reiver L
cide with the no-signal surface and they are all intertwined. 31
The signals again could be decoded by an integrated signe— 2|
difference at the receiver. However, for weak modulations g e N .
values(e.g., 10%) decoded bit values could occasionally be ¢ —

misinterpreted because the difference between the positive=
and negative areas in Fig(bj was small enough that a sig-

M(t) [ar

nal could be interpreted as a nonsignal. 2
On the other hand, for stronger modulation valtes., 3
90%) the decoding would occasionally fail, and decoded bits -
would be interpreted incorrectly. These instances would oc- S 4 40 o a0 5w 0 sk

cur when perturbations to the transmitter carrier were enougt b)
to make it sufficiently dissimilar to the receiver that entrain-
ment was momentarily lost for that signal pulse. As dicussed FiG. 8. Quasiperiodic driving of the loss coefficient of both the

in Sec. Il, the first term of EQ(2.39 — «ApY.(Er—E7) iS  transmitter and receiver laser® intensity maxima vs ISI of the
responsible for the synchronization of the transmitter laser téransmitter laser(b) M (t) =|E7|?>—|A,Eg|? vs time for the receiver
the receiver laser. If the second terry.(As—Ap)Et1 IS laser. The broken line is the discrete value of the decoded bit. By
small with respect to the first term, the transmitter carrieradding more driving frequencie®), the signal branches of Fig.
wave plus signal can still be entrained by the receiver lasef(b) are thickened and intermixed. However, the integrated signal
However, for large pulse modulations this second term maydifference at the receiver laser FigbBcan still decipher the hid-
on occasion, not be small, and across this spiky peak entraigien message.
ment is lost. In general, it appeared that intermediate values
of the modulation(around 50%) produced the best resultsadditional frequencies were utilized. FiguréBshows the
for reliably decoding the message at the receiver. intensity vs ISI return map for the transmitter laser for the
In a final numerical experiment, we explored the consecasea,=az;=1, with a choice of incommensurate relative
quences of quasiperiodically modulating the loss coefficientrequencies,= 2 andf;= (15— 1)/2. Quasiperiodic driv-
of both the transmitter and receiver laser. The form of theng |ed to an increase in the dimensionality of the attractor,
modulation was modified to exhibited by the thickening and merging of the intensity vs
ISI map in Fig. §a). This renders the intensity vs ISI map
ineffectual for deciphering the hidden message from the
transmitter laser alone. The effect was qualitatively the same
when additional commensurate frequencies were added to
where the amplitudes$a,,as} and frequencies multipliers the driving. However, when utilizing commensurate frequen-
{f,,f3} are fixed, but arbitrarily chosen constants. Again thecies, the remnants of the separate attractor surfaces for the
receiver was operated at conditions for optimal synchronizaencoded bitdas in Fig. %b)] could be inferred, if barely.
tion agr= agr+ kA, and noise(typical for these lasefs However, the surfaces were thickened and merged enough,
was included in the calculations. as in Fig. &a), to render the intensity vs I1SI map ineffectual
When a single additional frequency was use@, ( as a deciphering tool.
#0,83=0 and f,#0,f3=0), the branches of the two- With no signal encoded, the transmitter synchronized ef-
dimensional intensity-IS| return mapas in Fig. %b)] thick-  fortlessly to the receiver laser. When the signal was encoded
ened and mergeds the amplituda, approached unity. This by amplitude modulation external to the transmitter lgsesr
thickening and merging effect was pronounced when twdn [6]), the signal could be decoded at the receiver laser by

time [us]

a(t)=ag+ aq[ cog Qt) +acoq f,0Ot) +azcog f;0t)],
4.1
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means of an integrated signal difference, as evidenced in Figpy means of external cavity modulation, appears on surfaces
8(b). Occasionally there were misinterpretations of the de-above and below the no-signal surface. Even in the presence
coded bits for reasons similar to those discussed above f@f moderate noise, the message can be deciphered.

the case of encoding with pump modulations. We purposely As an alternative encoding scheme, we suggest encoding
increased the dimension of the attractor by adding more drivthe signal by modulating the pump across the intensity
ing frequencies of arbitrary amplitude. Therefore, when amaxima. This intrinsically perturbs the 1Sl of the transmitter
signal is impressed upon the transmitter carrier wave, it idaser, as opposed to the above externally modulated encoding
occasionally different enough from the receiver signal so thascheme. The subsequent attempt to decode the embedded
the second term on the right-hand side of E1) perturbs message by means of intensity-ISI return maps of the trans-
the system enough so that entrainment is lost for this signahitter laser alone is unsuccessful becausesteal attractor
peak. The details of the modification of the local Lyapunovsurfaces are merged onto the no-signal attractor surface.
spectrum in the presence of multiple driving frequencies wasiowever, the message can still be decoded by means of driv-
not investigated, but would make for an interesting topic ofing the receiver laser with the output of the transmitter laser

exploration. and extracting the message from an integrated intensity dif-
ference.
V. SUMMARY AND CONCLUSIONS In addition, quasiperiodic driving of the loss coefficient of

) . . both the transmitter and receiver laser produced an increase
We have investigated the chaotic loss-modulatedy, the dimensionality of the system. This led to a thickening
Nd:YAG laser and have found, both numerically and experi-ys the intensity-1SI return maps with the merging of the in-

mental!y, that a return map utilizing intensity maxima and §ividual surfaces corresponding to tH&,0,—1} encoded
interspike intervals(ISI) reveals a regular, almost planar hirs This rendered the intensity-ISI return maps ineffectual
structure. This observation indicates that a simple relationzs means to decipher the signal from the transmitter laser
ship exists between the intensity maxima and the interspikg|one. However, the signal could once again be extracted by
intervals ~ centered  about that ~ maxima, i.e.means of an integrated signal difference at a receiver laser
I1(n)=F[Aty(n+1),Atr(n)]. In fact, by plotting thenth  gynchronized to the transmitter carrier wave.

intensity maximal (n) versus the difference between the suc- = Fina|ly, the lessons learned in this study are twofold.
ceeding and preceding interspike intervals, i.e.First, an intensity-ISI or purely IS return map can be a use-
[Atr(n+1)=At(n)]/V2 =[t(n+1)—t(n—1)]/v2, We fyl tool in the study of a pair of loss-modulated Nd:YAG
observe a nearly one-dimensional, one to one relationshigisers because of the implicit relationship between the inten-
between these variables, even in the presence of noise. Thify peak to the interspike intervals centered about that peak.
relationship was observed in numerical simulations as welkecond, as applied to chaotic communications, the intensity-
as in experimental data taken at slightly different parametefs) return maps can be used to decipher the hidden message
values, leading to a variation of the interspike intervals on grom the transmitter carrier wave alone. Care must be taken
much finer scale. However, even in this latter case, a plot ofg intrinsically perturb the system or to increase the dimen-
the intensity maxima-ISI return map reveals an almost planagionanty of the systenfthough not high enough to void syn-

structure and therefore a relationship between physical varghronization so that the signal is safe from undesired deci-
ab|eS. SUCh a I’esu|t W0u|d be useful, fOI’ eXampIe, n t|m%hering by means of mapp|ng techniquesl

series prediction of the future intensity maxima. In construct-
ing the intensity-ISI return map it was not essential that the
peak of the intensity be utilized. The ISI could have been
defined relative to some arbitrary threshold value under the
region of the peak and the return map then reconstructed.  The authors would like to thank the Maui High Perfor-

The relationship between the the intensity maxima of theanance Computer Center and the Albuquerque Research Cen-
laser and the interspike intervals has consequences for ther for the use of their parallel computing facilities during
use of a transmitter-receiver pair of chaotic loss-modulatedhis work. R.R. would like to acknowledge support from the
Nd:YAG lasers as a system to transmit encoded messag@&ivision of Chemical Sciences, Office of Basic Energy Sci-
privately. By plotting the intensity-ISI return map of the ences, Office of Energy Research, U.S. Department of En-
transmitter laser alone, the message df 1” bits, encoded ergy, and the Office of Naval Research.
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